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  Director of business Continuity
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*********************************************************************

This EDUCAUSE constituent group provides a forum for strategic and tactical discussions regarding the ability of institutions of higher education to maintain or restore business and academic services when some circumstance disrupts normal operations. Discussion topics may include considerations of disaster recovery–the activities that restore the institution to an acceptable condition after suffering a disaster–as well as activities such as risk and impact assessment, prioritization of business processes, and restoring operations to a "new normal" after an event. This group meets at the EDUCAUSE annual conference and uses the electronic discussion list to discuss issues throughout the year.

Business continuity (BC) can be defined as an institution's ability to maintain or restore its business and academic services when some circumstance disrupts normal operations. BC involves disaster recovery, the many activities that are necessary to restore the institution to operational status after a disaster. BC planning is an institution-wide responsibility and needs a champion at the executive level in order to make progress. A collaborative effort is needed to do a robust risk assessment, to prioritize what business processes need to be restored in what order, and to plan and practice the steps needed to restore operations back to a working level after an event. This integrated approach involves every department understanding and preparing for the role it will play in keeping the entire institution functional in a crisis and operational long-term. BC involves more than just traditional administrative information systems recovery; it also means planning for contingencies for teaching and research in the event those systems on which these services depend are inoperable. Academic sustainability needs to be at the forefront of BC planning. Recent incidents such as Katrina have brought BC planning into sharp focus for higher education institutions.

Response to Listserv question about what effect Gustav and Ike had on their institutions:
In regard to your question below on Gustav and Ike: 

UT Tyler and UT Health Science Center at Tyler were set up as Medical Special Needs Shelters for Hurricane Gustav. 

UT Medical Branch Galveston received substantial damage from Hurricane Ike, and is still in the recovery process. Some students have been moved to other campuses. Hospital operations have been severely affected. IT for UTMB was supported by UT Austin (remote web-hosting and 1-800 number hosting) and by the Disaster Recovery Site at UT Arlington. 

UT MD Anderson Cancer Center and UT Health Science Center Houston received damage from Ike. 

UT Tyler received minor damage from Ike (downed trees with subsequent damage to buildings). 

UT Austin was set up as a Medical Special Needs Shelter for Ike

UT Austin, UT San Antonio, UT Arlington, UT Pan American provided immediate response (primarily EH&S and Hazmat support) to UTMB Galveston for Ike. 

Texas A&M also had a campus that was affected by Ike, but I do not have details on their damage. 

********************************************************************
Introductions:
Discussion of business continuity and “where does the initiative belong?”  IT or Planning dept?

While technology can assist in risk mitigation and even in recovery options, the initiative is not a technology initiative.  Some solutions may be “low tech” and not involve technology.  What would it cost to have every option available in a disaster site, or with redundancy?

Most of the group attending came from an IT background.
Minor debate on where BC is focused.  Differing opinion that IT must lead as it is the center of the discussion.

Business Continuity level is a function of the risk appetite.

Certain colleges have specialized programs that require hot sites to fulfill mission (distance learning).  Review needs to be done continuously.

Services delivery needs to define what is required in the BC plan.  Timing is important.   If it is during registration, you know that the SIS system will be perceived as critical.  If it is the day your file is due to the bank for payroll, not only did we all agree it was critical that file got there, but recognized the fact that given union and contract agreements, there could be legal compliance issues the college would be subject to.
Communication is now more a part of IT, but Executives and ERT are dependent on systems that may not be available to manage emergencies.  It is understandable that IT will understand the significance of the impact of an outage on the institution.  How do we get the message out of IT and into upper level administrators to do list?
Separation between BC and DR discussed.  Business Continuity is how you might continue to provide the service your company relies on for their business.  (for us that is delivery of instruction).  Administrative versus academic priorities?  Very difficult to begin to have that discussion on campus when the initiative is in the IT department!
Politics trumps institutional prioritizing of services required in BC plan

This is backwards.  Business must drive requirements not IT.

Compliance can create push to prioritize.  Remember that if “delaying classes” is an option, how does that fit with your collective bargaining agreement?  (For us, we can’t push spring past June 1.  that violates contract).  Can you discuss options and offer your local some recompense should that occur?  (Not if IT is driving the discussion!)
Each school will have its own needs and will ignore regs unless there’s pressure.

Cost benefit analysis is challenging to demonstrate.  
Cost estimates for apps data is easy.  Demonstrating value of hot sites, etc is challenging.  Katrina helped with presenting the case.

ITIL frameworks are helpful in explaining the services to management and others.  Non technical communication is required to make issues understandable.  Services vs servers is helpful.  Dependency matrices are important tools to understand dependencies.
Who’s collaborating with other schools?  This is an opportunity for colleges and universities to offer each other “floor space” in each other’s computer rooms.  That would be beneficial to both, with a minimum of cost, really you would be “bartering” floor space and electrical service.  Might be easier schools within a state system or private to private institution.  Put test environment in a peer site.  Put theirs in your site.  Then your outage would be how long it would take you to replicate your production environment onto your test equipment.  Will that do?
Creating offsite storage for self-contained ‘sites’.

Creating Data security organization as a consortium to provide off site services to other entities.  Very nominal cost required to provide service.
How should we begin?  One option would be to follow the money.  Where is the revenue coming from?  That is where your focus should start and go from there.  Where can you relocate those services?  Break down campus and use to help plan and create redundancy.  Must think about it all the time.
What if the problem is not catastrophic?

Staff redundancy in functional areas.  These single points of failure addressed through the wider planning effort.  Do you have all processes documented?  What about all the passwords etc required to perform a critical process?
Process of the planning the hot site discussion is done at several levels.  Directors, VPS CIO, etc.  Conversations with vendor that evolved into a pilot.

Several questions specific to one college’s BC plan

Different scenario:  California expects disaster.  There is a memorandum of understanding between 5 schools to replicate services.   University of California Berkely has develop a web based planning tool for departmental business continuity planning.
Cost required to have full redundancy is insurance.  But that idea is not salable on all campuses.  With current financial crisis, we may not be able to afford all that would be needed to create redundancy.
Question:  How is a disaster defined?  Where do you begin?  Answer:  It’s about risk and what your institution can tolerate.

Is this bottom up or reverse?  Leadership usually comes from IT.  College leadership must buy in.  Really need to understand risk and most likely risks to plan for.  Can combine with state governments if you’re a state institution.

Publications on DR show that small companies that don’t have a plan if they have a disaster often times go out of business.  They never resume after the crisis.

Small privates without a plan go out of business.  The institution must define what it needs to survive and plan for it.   Legislation may be coming to mandate.

Continuity of Operations Plan  (COOP)  plan becoming the standard.
Software at Cal Berkly is opensource and shared with institutions.  Cannot import data.  Unit focused.  

University of Maryland has a group that does BC consulting.  Only Administrative Services should be included.  Strong disagreement.

Pace has a model BC plan.  Good for conversation starter with those you need to convince.  Their business impact analysis is laid out nicely.  Think even the uninitiated would understand.
Many schools have their plans on the web.  UNC Chapel Hill.  

It’s more about the process!  Everything that changes within the year must be addressed in your plan.  Redefined, documented etc.  Staff changes also.  Need list of employees and contact info.
Must focus on the difference between BC and DR.  DR is IT.  BC is functional. 
Not all believe this is the case.  Must relate the two.  Timing of disaster can create an immediate BC need that DR can’t keep up with.  Must be able to plan for immediacy of issue.

Even for contracted sites, 70% of time problem fixed at home before remote site could come up.  Also, complexities make transition to remote site time consuming and not actually provide services.

People must be ready (and agree) to move based on the given situation.  Success is dependent on people following plan.

Emergency management “go kits”.  What are business “go kits”?  Must have plans and needed documentation available to those required to act during an event.

List of resources follows:

COOP templates

http://www.fema.gov/government/coop/index.shtm
http://brgov.com/Dept/OEP/pdf/COOPPlan.pdf
http://www.ready.gov/business/plan/planning.html
University of medicine and dentistry of NJ

http://umdnjcaprod.umdnj.edu/emg/continuity_operations.shtml
Departmental plans:

http://www.utsouthwestern.edu/utsw/cda/dept177300/files/388664.html
Maryland system:

http://www.umaryland.edu/healthsecurity/navigation/Version%202%20Final%20Coop%20Manual.pdf
Commonwealth of Pennsylvania

http://www.pema.state.pa.us/pema/lib/pema/coop_plan_template_final.doc
California/Berkely  BC tool Web based

http://obr.berkeley.edu/
